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Contact Us

Additional Help Needed? Please contact the eRA Service Desk (https://www.era.ni-
h.gov/need-help).

Toll-free: 1-866-504-9552; Phone: 301-402-7469

Hours: Mon-Fri, 7:00 a.m. to 8:00 p.m. Eastern Time

Feedback on the user guide? Please email the eRA Communications Office (era-
communications@mail.nih.gov).

Disclaimer STATEMENT

No data shown in illustrations represents any real account, project, or individual. Any
resemblance to actual accounts, projects, or individuals is purely coincidental.
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Latest Updates

Updates and new features in AMM:

July 27, 2023

New Look and Feel for Online Help and User Guide

The online help and user guide have been updated to the new look and feel, consistent
with the new look and feel of eRA Modules. There are no changes to the function of the
help topics.

New Name for AMM

Account Management has been rebranded as Account Management Module (AMM) to
distinguish it from the HHS Access Management System (AMS), and the online help has
been updated to reflect this change.

December 6, 2022

Updated Search Results and Manage Account pages to reflect Two-Factor Authentic-
ation fields for State Department users.
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Welcome to Account Management Module (AMM) Online Help

This help system provides online information about the functionality of the Account Man-
agement Module (AMM) module. This topic illustrates the use of this online help system.

Help Icon in Module Leads to Online Help

Access online help by clicking the Help icon, which is a blue circle containing a white
question mark, from any screen within the Account Management Module (AMM) mod-
ule.

Sample Module | Module Home Page

Home Page @

Initiate a Request

Select One v Go

Table of Contents Pane

Use the table of contents pane at the left of a help system to navigate through topics. If a
topic name has a down arrow - next to it, click it to reveal subheadings.
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G ontine relp

About This Online Help Revised: April 24, 2023 - - x E
Module Overview
b
Welcome to Sample For additional assistance, please contact the eRA Service Desk M PDF version

Module

Using Sample Module - Module Overview

Creating MNew Files

Opening Files

Sample Module
Saving Files
—— 1} This Sample Module is used by all users for facilitate grants applications, grants processing, and grants
feleasslioles ¥ |} management. This module allows for performing all aspects of applying for grants, processing grants, and
System Requirements managing awarded grants.

More Resources

Use the Sample Module for these tasks:

» Creating New Files

When the browser window is narrow, the table of contents pane is hidden. To view a hid-
den table of contents, click the three-horizontal-line icon at right top to toggle the table
of contents between onscreen and hidden.

(@ra Online Help

Search Q
Revised: April 24,2023 - 5 -
T
For additional assistance, please contact the eRA Service Desk M PDF version

Contacting the eRA Service Desk

Online help pages contain a link to the eRA Service Desk at top. Contact the service desk
for help with error messages, system questions, and help solving problems in
eRA modules. The link is located above the page title on all online help pages.
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(@ra Online Help

Search Q
Revised: April 24, 2023 - 5
. -
For additional assistance, please contact the eRA Service Desk M PDF version

Viewing all Online Help in a PDF Version

All online help is available in PDF format. The PDF contains identical information as the
online help. The PDF is linked at the top right of every online help page with a link
named PDF Version.

(@ra Online Help

Search Q
Revised: April 24, 2023 - S =
Tk
For additional assistance, please contact the eRA Service Desk M PDF version

Showing Hidden Text or Images

You might encounter dropdown text or toggled images in online help. Sometimes, to
save screen space and let you focus on the information important to you, online help
hides text or images behind linked text.

For instance, click the following heading to see the hidden dropdown text showing steps
of a procedure:

Creating a New File

1. Click the New button.
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2. Enter a name for the file.
3. Click the Save button.

Images can also be toggled. In the example below, click the words "Access the Edit
action by clicking the three-dot ellipis icon" to see the hidden image.

NAME/NUMBER * TYPE

GENOMICS: 455555555 ...

GENOMI: 444444444 | @ Edit

Tools for Navigating Topics, Showing Hidden Material, and Print-

ing

Click the left and right arrow icons at top right to go to the previous or next topic in the
table of contents:

o)X B

Click the print icon, below, to print:

= = |

Click the expand icon, below, to expand all material that is hidden in a topic.

- = |5 |-
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Click the collapse icon, below, to collapse all material. The collapse icon appears only
after clicking the expand icon.

=>| A% |9

Search Field

Type text into the search field to find all topics that contain matching text. Then either
press the Enter key or click the magnifying glass icon to search.

If you type multiple words in the search field, the search assumes an 'AND' between each
word. For example, if you search for system requirements, the search does this: Find all
topics that contain both system AND requirements, not necessarily adjacent to each
other in text. It counts variations of words as a match; for example; require or required
are deemed to be matches for requirements.

If you want only topics that contain an exact phrase, enclose it in double quotation marks
like this:

"system requirements”

The search field searches ONLY the current help system for the Account Management
Module (AMM) module. To search all help systems, go to the eRA website and use the
search field at the top of the page.

Finding Related Topics

Most topics contain a Related Topics section, which show links to a list of topics that are
related to the one you are viewing.
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About This Online Help

Module Overview

Welcome to Sample
Module

Using Sample Module &
Creating New Files
Opening Files
Saving Files

Release Notes

System Requirements

((&a oOnline Help

- = X =

Revised: April 24,2023

—
For additional assistance, please contact the eRA Service Desk X PDF version

Module Overview

Sample Module

This Sample Module is used by all users for facilitate grants applications, grants processing, and grants
management. This module allows for performing all aspects of applying for grants, processing grants, and
managing awarded grants.

Mare Resources

Related Topics

« Creating New Files
« Opening Files
» Saving New Files

«( eRA For feedback on the online help, please email the eRA Communications Office.

Providing Feedback on the Online Help or PDF

All topics contain a green feedback footer with an email link to the eRA Communications
Office, which creates and updates online help and PDFs. The eRA Communication Office
does not provide technical support but is happy to accept feedback on how we might
make the online help better meet your needs.

For tech support, contact the eRA Service Desk instead of the Communication Office.
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About This Online Help

Module Overview

Welcome to Sample
Module

Using Sample Module &
Creating New Files
Opening Files
Saving Files

Release Notes =4

System Requirements

Mare Resources

((&a oOnline Help

- = X =

Revised: April 24,2023

—
For additional assistance, please contact the eRA Service Desk M| PDF version

Module Overview

Sample Module

This Sample Module is used by all users for facilitate grants applications, grants processing, and grants
management. This module allows for performing all aspects of applying for grants, processing grants, and
managing awarded grants.

Related Topics

« Creating New Files
« Opening Files
« Saving New Files

«( eRA For feedback on the online help, please email the eRA Communications Office.
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Overview

The Account Management Module (AMM) facilitates user and system account admin-
istration based on assigned user roles. The system provides the ability to search existing
accounts. When a search is performed, all records that meet the search criteria are
returned on the Search Accounts screen.

State Department staff have the ability to search, create, maintain, and view user
accounts only.

Authorized users can:

Create new user accounts.

The Username and password must comply with Standard eRA policy quidelines.
All temporary passwords are system generated.

Manage existing user accounts.

Manage role(s) on user accounts.

Affiliate an account with an Organization, Agency, or Institute/Center (IC).

Reset passwords on existing accounts.

NOTE: All passwords are system generated.

User Roles

The following users have the ability to search for, manage and create accounts, and to
add or remove roles for user and system accounts:

State Department

FACTS State Department Clearance Manager (FACTS SDC MGR role)

Account Statuses

AMM user accounts can have the following statuses:

Active — A valid account in good standing.
Deactivated — Account has been disabled by an administrator
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» Locked due to inactivity — Locked by the system due to inactivity (no user activity for 120
days).

» Pending Affiliation — Account has not yet been associated to an organization
» Profile Only — A profile that is not associated to a user account.
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Accessing AMM

State Department Staff

The only User Type available is State.

1. State Department staff can access AMM at this address: https://pub-

lic.era.nih.gov/ams.

2. The Commons Login screen opens.

3. Enter your User Name and Password.
4. Click the Login button.

Upon successful login, theSearch Accounts screen opens.

For instructions on performing a search, see Search Account.

NOTE: If you see an eRA/IMPACII Systems Rules of Behavior page, you must read it over
and agree to terms before you are allowed to access IMPACII modules. See eRA/IMPAC I
Rules of Behavior Agreement for more information.
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Search for State Department User Accounts

The Search Accounts screen for State Department users provides the ability to search for
existing user accounts.

NOTE: For State Department users the Search within my organization check box is
automatically checked and the only User Type is State.

Manage Acocounts  Change Password
Search Accounts @

@ Search Crileria

GSIINI‘I ‘within my orgunlutlD

NOTE! You must enter al least one search field, bésides User Type and Account Stalus

ser Type Account Status User ID
State W All |

Last Name First Name Middle Name

Countries(s)

G Email Roles 0

Figure 1: Search Accounts Screen for State Department Users

NOTE: You must enter at least one search field, besides the User Type and Account
Status.

Wild card characters such as the percent sign (%) can be used to search for a string of
characters.

1. Enter the appropriate search criteria in at least one of the other search fields.
2. Perform one of the following options:
a. Click the Search button to execute the search.

i. Please refer to the State Department User Account Search Results topic.

b. Click the Clear button to clear the search criteria.
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State Department User Account Search Results

When the Search button is clicked, the system displays appropriate user accounts in the

o

[¢]

Search Results located below the Search Criteria section on the Search Accounts screen.
The search results are sorted alphabetically first by last name, first name in the Name

field and then by Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

User ID

Name - last name, first name
Email
Account Status -

Active - The Manage button displays in the Action column.
Pending Affiliation - The Manage button displays in the Action column.

Roles & Affiliations - FACTS SDC MGR ROLE only
Login via Login.gov - indicates whether two-factor authentication via Login.gov is

required or optional for a user.

Action - The Action buttons are Create and Manage.

Manage Accounts Manage IRG Clusters ~ Maintain Profiles AMM User Reports  Admin

Search Accounts @
© Search Criteria
Search Results

Filter Results:

UserID Name
il

KARJOHAN

CM.JOHNS Johns, C: ©eRATest@mail nih.gov

DJOGBS2 Johnson, D

DANJOHN John, Daniel

Roles & Affiliations

TRAINEE
- Unive

POIPI
- U

TRAINEE
University

Login via Login.gov ©

OPTIONAL

OPTIONAL

OPTIONAL

OPTIONAL

Showing 1-10 of total 26

|-

Action

Figure 2: Search Accounts Screen Displaying State Department Search Results

Search for State Department User
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Working with the Search Results

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter a value in the Filter: text box and hit the <Enter>
key.
a. Example: to view all users with the word Ann in the Name or User ID, type

ANN in the Filter: text box.

NOTE: The default number of records per page is 10.

3. To change the number of records per page, select the appropriate number in the
Show per page column.

4. To navigate between pages, perform one of the following options:

a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.

5. To sort the search results, click the click the appropriate column heading name's
down arrow (ascending sort) or the up arrow (descending sort). The default sort
is by Name (Last Name, First Name).

6. If displayed, click the Read More hyperlink in the Roles and Affiliations column
to view a Principal Investigator's (Pl) multiple affiliations.

7. Actions Options

8. To return to the top of the screen, click the Back to top hyperlink.
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Action Options

¢ Create Account

o To create an account, find the correct User ID and click the Create button.

Manage Accounts  Change Passwond

Search Accounts @

Q, Search Criteria

Search Results

Create New Acoount

User ID = Name =
CASES Case, Sue
CASEH Case, Hard
Case. Cour

Email

eRADevEmail nih gov

eRADevi@mail nih.gov

Account Status
Pending Anfiliation
Pending Affiliation

Profile Ony

*  Roles & Affiliations

Showing 1 = 3 of total

= Action

Figure 3: Search Account screen displaying Create button

o Refer to the Create State Department User Accounts topic for more information.

* Manage Account

° The Manage button appears if the account status is Active or Pending Affiliation.

Manage Accounts

Manage IRG Clusters Maintain Profles AMM User Reports  Admin

Search Accounts @

© Search Criteria

Search Results

Filter Results:

UserID Name @
KARJOHAN Johan, Karl
CMJOHNS Johns, Cey
DJOGES2 Johnson, Diel
DANJOHN John, Dariel

~ Email

eRATest@mail nih. gov

eRATest@mail nih. gov

©RATest@mail nih.gov

eRATest@mail nih.gov

“ Roles & Affiliations.

UNDERGRADUATE
- University of ivermorny

y of ivermorny

- University of ivermorny

TRAINEE
- University of ivermorny

TRAINEE
- University of ivermorny

Show| 10

Login via Login.gov ©

OPTIONAL

OPTIONAL

OPTIONAL

OPTIONAL

Showing 1- 10 of total 26

Action

| per page

Figure 4: Search Accounts screen with Manage button

° To edit an account, click the appropriate Manage button and the Manage Account

Search for State Department User
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screen opens.

o See Manage State Department User Accounts for more information.
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Create State Department User Accounts

1. To create an account perform a search first.

a. forinstructions see Search Account for State Department Users.

When the Create New Account button is clicked on the Search Accounts screen, the
Create Account screen opens.

Manage Accounts.

Create Account @

@-‘Hﬂﬂs are required unless they're marked rO:r-va)

User Information
User Type

State |

Primary Organization

U.s. Depariment of Stale

Contact Information

Last Name First Namwe Middie Name (Optonal)

Email Confirm Email

Roles @

Figure 5: Create Account Screen for State Department Users

Perform the following steps:

2. The User Type is State.
3. Enter the User ID or let the system generate one.
a. The User ID length should be between 6 and 30 characters and should NOT
contain special characters except the @ sign, the hyphen, the period, and the

underscore.
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b. The system can display the following messages: This User ID is available OR
This User ID is already taken, please use another one.
4. To add countries, click the + Add Countries button.

a. Please refer to the Add Countries topic for more information.

5. Perform one of the following options:
a. When the account information is complete, click the Create button.
b. Click the Clear button to clear the data entered in the fields.

When the Create button is clicked, the system displays the following message on the
Account Details screen: Account created successfully.

Manage Accounts.

Account Details @

@ SUCCESS

ACCOUNE CTeated SUCCesshullyl

User Information

User Type State

User ID SHORTSLOIS

Primary Organization U.s. Department of State
Contact Information

Narmg Shons, Lok

Ermnail eraTest@mai nih.gov

Roles @
Showing 1 -1 of total 1
Role(s) “ Country %
FACTS_SDC_MGR_ROLE Finland

Figure 6: Account Details Screen for State Department Users

6. Perform one of the following options on the Account Details screen:
a. Toreturn to the Search Accounts screen displaying the previous search res-

ults, click the Go Back hyperlink.
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b. To edit the account's information, click the Manage button.

i. For more information, please refer to the Manage State Department

User Accounts topic.

c. Toreturn to the Search Accounts screen to enter new search criteria, click the
Back to Search button.

Set Primary Organization

NOTE: The magnifying glass for the Primary Organization field on the Create Account
screen appears if the logged in user is not affiliated with an Organization, IC, or Agency.
Usually the Primary Organization defaults to the logged in user's Organization.

Primary Organization

Q

Figure 7: Primary Organization Field

1. To add a primary organization click the magnifying glass icon on the Create

Account screen.

When the magnifying glass icon is clicked, the Search Organization and Add Roles
screen opens.
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AMM | Search Organization and Add Roles

Use % for non-exact matches!

Org ID Organization Name

Teliniversity of califomias

Showing 1 - 10 of total 25

ilter;
Show | 10 |v| perpage L 2 3 »

Org. org.
Select - D * MName 32
10002757 Touro
University
of
California
o 577503 University
of
California
at Dawis
1092530  University M
.

) =

Figure 8: Search Organization and Add Roles Screen

2. Enter an Org ID or an Organization Name.

NOTE: Wild card characters such as the percent sign (%) can be used to search for a
string of characters.

3. Click the first Search button.
When the first Search button is clicked, the organization is displayed, if present.

4. To filter the search results, enter the appropriate value in the Filter: text box and hit

the <Enter> key. For example, enter San Diego to view only those universities in

California.
5. To change the number of records per page, select the appropriate number in the

Show per page column.
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6. To navigate between pages, perform one of the following options:

a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.

c. Click the left double arrows button to go to the beginning of the list.
7. Select the appropriate organization's radio button.

8. Click the second Select button or click the Close button to close the screen.

When the second Select button is clicked, the Create Account screen displays the selec-
ted primary organization. For more information see.
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Manage Accounts

User Accounts
Once an account is created it can be maintained via the Manage Accounts screen.

* Manage State Department User Accounts
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Manage State Department User Accounts

1. Perform one of the following steps to edit an account:
a. Click the appropriate Manage button in the Action column on the Search
Accounts or Annual Recertification screens.
b. Click the Manage button on the Account Details screen after an account have

been created or saved (edited).

Clicking the Manage button opens the

Manage Account @

Note: Changes to the account are not saved until you hit the save button.

- For example, if you affiliate someone, hefshe is not actually affiliated until you hit the save button.

All fields are required unless they're marked (Optional)

User Information
Account Status: Active
User Type

State ~

User ID

EMCJOHNS

Primary Organization

U.S. DEPARTMEMNT OF STATE Q
Login via 2FA @ : REQUIRED

2FA Exemption Expiration Date @ :
MM/DDYYYY

2FA Mapping Completion Status @ : MAPPED

Figure 9: Manage Account Screen for State Department Users

NOTE: Fields that are grayed out are not editable.
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Perform one or more of the following steps:

1. Edit the Email addresses, if necessary.

2. Click the + Add Countries button to add countries.

a. For more information, please refer to the Add/Delete Countries topic.

3. Click the Remove button to remove a country from the list in the Roles section.

4. Click the Reset Password button to reset the user's password.

a. Please refer the Reset Password topic for more information.

5. Perform one of the following options:

a. Click the Save button to save the changes.

b. Click the Cancel button to return to the Account Details screen.

Clicking the Save button opens the Account Details screen with the message: Account

was updated successfully!

Account Details @

Account was updated successiully!

User Information

User Type State
User ID TOTT
Primary Organization UU.S. DEPARTMENT OF STATE
Contact Information
Name Tott, mara
Email eRAStage@mailnih.gov

Roles @

Role(s)
FACTS_SDC_MGR_ROLE

FACTS_SDC_MGR_ROLE

Country
SAUDI ARABIA

UNITED ARAB EM

Showing 1 - 2 of total 2

Manage State Department User
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Figure 10: State Dept Account Details screen

6. Perform one of the following options on the Account Details screen:
a. To edit the account's information, click the Manage button.

7. Two-Factor Authentication:

° Login via 2FA — Shows the status of login.gov for this account: "Required,

or "Exemption."

Note: This field is set automatically at the organization level.

° 2FA Exemption Expiration Date — When Login via 2FA is set to "Exemption," this field
displays the end date for the exemption. The user can log in using eRA credentials until

this date.

Note: Two-factor authentication exemptions are only granted on a limited basis by the
eRA Service Desk and only the eRA Service Desk can modify this date.

° 2FA Mapping Completion Status — Indicates whether the user's account is Mapped or
Not Mapped for two-factor authentication.

Reactivate Account

Reactivate Account

Use these steps to reactivate an account that has been deactivated by an administrator
or that has been locked due to inactivity.

1. Open the account in the Manage Account screen.

2. If an account is deactivated, a Reactivate button displays at the bottom of the Man-

age Account screen. Click this button to proceed.

Roles @

4+ Add Reies || 4 Add Rioles 1o thes org. || 3 Unaffiiate

Role(s)

Save Cancel

Showing 1 -1 of tatal 1

“ Organization{s) & Action

Dynet Technology, Inc. | xRemave

Reset Password Reachvate

Manage State Department User
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3. When you click Reactivate, the Reactivate Account screen opens.

AMM| Reactivate Account @

il TE requeshng o reactvale Bus 3ot Y fisd SpEtily COMmMmEnts wiialh wh | b
commurisCated 1o the owner af the atcount descitang your achons
Comments

el livaled unmapped SCCoum]

Figure 11: Reactivate Account screen

Figure 12: Unlock Account screen

4. Enter comments in the comments field to inform the user about this action

(required). Click Reactivate to reactivate the account, or click Close to cancel.

a. Enter comments in the comments field to inform the user about this action
(required).

b. Click Reactivate to reactivate the account, or click Close to cancel.

5. When you click Reactivate, the system reactivates the account and displays a con-

firmation message.

6. The account owner receives an email notification that includes the text you enter in

the Comments field.

NOTE: The unlock notification asks the user to login to the account that same day. If the
user does not login before the end of the day, the account is locked again.
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Add/Delete Countries

Agency-Specific Instructions: This functionality is for State Department users only.

1. To add a country to the account, click on the + Add Countries button on the
Create Accounts screen.

Roles @

| + Add Countries |

Figure 13: Add Countries Button

Clicking the + Add Countries button displays the pop-up Add Countries screen.

ANM | Add Countries

Role
FACTS_SDC_MGR_ROLE

Countries

Angaola
Anguilla
Antarctica
Antiguabarbud
Armenia
Argentina

Figure 14: Add Countries Screen

2. To find a country, click in the list of countries and type the first letter of the coun-
try's name.

a. For example, to find the United Kingdom hit the <U> key on the keyboard.
3. Highlight the appropriate country name.

When a country name is highlighted, the Add Countries button is enabled.
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4. Perform one of the following options:
a. Click the Close button to close the screen.
b. Click the Add Countries button to add the selected country.

Clicking the Add Countries button adds the selected country to the Roles section on the
Create Account or Manage Account screen.

Roles @

{(+ Ad Countries |[ % Remave A1

Showing 1 - 1 of total 1

Role(s) “ Country % Action

FACTS_SDC_MGR_ROLE United
Kingdom

Figure 15: Roles/Add Countries Section on the Create Account Screen

5. To add another country, click the + Add Countries button. Repeat the steps
above.
6. To remove a country, click the X Remove button.

7. To remove all countries, click the X Remove All button.

Add System Roles

NOTE: The list of roles is dependent on the logged-in user's role.

1. To add system roles to the account, click on the + Add Roles button on the Create

Accounts screen.

Roles @

[-I-Add Roles < Add Roles to other org. ]
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Figure 16: Add Roles Button on the Create Account Screen

When the + Add Roles button is clicked, the pop-up Add Roles screen displays.

AMM | Add Roles

Organization

GM - NATIONAL INSTITUTE OF GENERAL MEDICAL SCIENCES

Role(s) (to muiti-select please use cirl or shift keys)

ACCESS _DOC_UPLD_SERV_IC_HSCTA - Privilege to upload clinical trial document
ACCESS DOC_UPLOAD_SERV - Role for upload document to Document RESTHul Service
ACCESS DOC UPLOAD SERV_MCI - Privilege needs to upload NCI documenis

ACCESS_INTERNMAL_DOC_SERV - Internal Role for eRA applications to access Document Service

AMS_USER_DATA_SERVICE_ACCESSOR - AMM User Data Service Access Role

ACCESS_GF_ALL_METADATA_SERV - GLOBAL Internal Role fo access the GrantFolder Metadata Service for all class codes (Inirar
ACCESS_GF_METADATA_SERV - Role given to internal users access the GraniFolder Metadata Service and call getGrantFolderMel
ACCESS_GUM_UPDATE_SERV - Internal Role fo access the GrantAdminReview Service and call updateGrantAdminReviewinfo.

ACCOUNT_MGMT_API_USER_ROLE - This role provides a service account access to the Account Management Webservice in AMN
AGENCY_ACCT_API_USER_ROLE - This role provides a service account access to the Account Management Webservice in AMM &

Close Add Role(s)

Figure 17: Add Roles Screen Displaying Agency System Roles List

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or

Manage Account screen and displays the newly added role(s).

Roles
([ + Add Rotes |[ = Hemm@
—
Showing 1 - 1 of total 1
Role(s) *  Organization(s}) = Action
ACCESS DOC_UPLOAD _SERV ALL

Figure 18: Roles Section on the Create Accounts Screen for Agency Users
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3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.

5. To remove all roles click the Remove All button.

Add Roles to Other Org

NOTE: This function is available only for eRA Service Desk agents to give an account
roles in another organization.

Click the + Add Roles to other org. button and a pop-up search window opens so you
can search for and select the other organization:

AMM | Manage Account

Use % for non-exact matches!

Org ID Organization Name

Select the other organization in this window and click Next to proceed to the Add Roles
screen, as described above.

Annual Recertification for IMPACII User Accounts

The screen below opens when you click the Annual Recertification link in the
AMM Admin Tools tab.

eRA Service Desk agents, Account Admins and IC Account Coordinators use this screen
to review all the all non-deactivated user accounts in their ICs, including application and
DB accounts. After reviewing the accounts, IC Coordinators make all necessary updates
and changes and then Recertify them.

This screen shows accounts at the IC that were created on or before the Recertification
Period Start Date and are not deactivated. (status 1, 3, 4 & 5).

But AMM will show you only the accounts that you are responsible for based on the type
of Admin you are.
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A banner at the top of the screen shows the number of accounts that are pending review:

Annual Recertification @

Al ockad 3csounts need 1 sithar be uslocked or deacivated before tha annual recernication can b completed. If frera ara Accounts withous Mapped User 105, plaase comact the Senvica Desk 1o updata the Acoourt. Them are 592 accourts Pending Reviaw |

Filter Accounts By
ShowlHige Reviewsd Acoounts

Showing 1 - 10 of total 600

Roles & Affiliation Croated LastLagin
Review Status UseriD Name RA User ID [ Dat .

08232014

Actions

Use the tools in this screen to Review and Recertify accounts:

Show account data

Select IC — If you are responsible for more than one IC, use the IC drop-down menu to
select the one you want to work with.

Filter — You can use the filters at the top of the screen to filter the accounts by Org/De-
partment, Additional Information, NED Federal Supervisor, Account Status, NED Org
Path, and Show/Hide Reviewed Accounts.

Show/Hide Columns — Click to select the columns to show in the table.

* View Roles — In addition to the on-screen information, you can click View Roles |4,

open a View Roles pop-up window and review the account's user roles.

Review and Update Accounts

Review information for all accounts.
If necessary click the Manage action for an account to make updates and changes in the
Manage Account screen, which will open in a new tab.

Manage State Department User 34 August 4, 2023


View_Roles.htm

Account Management Module (AMM) User Guide for State Department Users

NOTE: All locked accounts need to either be unlocked or deactivated before the annual
recertification can be completed. If there are Accounts without Mapped User IDs, please
contact the Service Desk to update the Account. There are ## accounts Pending Review.

accounts.

Check when Reviewed — Click these checkboxes on the left when you finish reviewing

Mark As Reviewed — Or click this button to mark all displayed accounts as reviewed
(accounts that are hidden by the filters will not be marked as reviewed).

NOTE: as an Account Coordinator, you cannot mark your own account as reviewed.
Another Account Admin will have to Review and make any changes to your account and

mark it as reviewed.

The Reviewed by name and date in the Review Status column will be updated if the

account is updated via the Manage Account screen after the Check when Reviewed box is

checked.

notify you.

Recertify Accounts

If account info is updated in NED after an account is reviewed, Account Coordinators
have to re-review the account and check the Reviewed Checkbox.

When all accounts in the IC have been reviewed, a banner at the top of the screen will

NOTE: When all accounts have been reviewed, a banner at the top of the screen will

announce:

"Your IC has marked all accounts as reviewed. Please be advised that you still must click

‘Recertify All Accounts' to complete your IC's Annual Recertification”

» Recertify All Accounts — When you receive notice that all accounts have been

reviewed, click this button to recertify all accounts.

Note: Your IC has marked all accounts as reviewed. Please be advised that you still must

click 'Recertify All Accounts' to complete your IC's Annual Recertification”

© INFORMATION

Your Annual Recertification has been completed as of 10/18/2019 for IC:AA.

Manage State Department User
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After you successfully recertify accounts, AMM sends you a confirmation email that
includes a link you can click to see a list of the accounts you recertified.

AMM will deactivate accounts that are locked due to 120 days of inactivity and not recer-
tified or logged in within 30 days after the annual recertification.

Admin Tools

Account Coordinators click the Admin tab to access the following account admin-
istration tools:

AMM
Manage Accounts | Admin

Annual Recertification for State Accounts

Admin Tools for AMM

. Annual Recertification for State Accounts

Annual Recertification for State Accounts
Review and Recertify State Dept user application and database accounts

Reactivate Account

Reactivate Account

Use these steps to reactivate an account that has been deactivated by an administrator
or that has been locked due to inactivity.

1. Open the account in the Manage Account screen.
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2. If an account is deactivated, a Reactivate button displays at the bottom of the Man-

age Account screen. Click this button to proceed.

Roles @
+ Add Reles | # Add Roles o othes org. || 8 Unaffiiate
Showing 1 -1 of total 1
Role(s) = Organization{s) % Action
AR Dynet Technology, Inc. | xRamove
Gancel Reset Password | Reactivate

3. When you click Reactivate, the Reactivate Account screen opens.

AMM| Reactivate Account @
You are requisting o reactvale this acoounl Yo mus specily comments wiech will be
commursCaled 10 1R oemeEr Of 1heé abSounl descr :-.5::_] our achons
Comments
valed unmag 3
Chorse Reactvate

Figure 19: Reactivate Account screen
Figure 20: Unlock Account screen

4. Enter comments in the comments field to inform the user about this action

(required). Click Reactivate to reactivate the account, or click Close to cancel.

a. Enter comments in the comments field to inform the user about this action

(required).
b. Click Reactivate to reactivate the account, or click Close to cancel.
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5. When you click Reactivate, the system reactivates the account and displays a con-
firmation message.
6. The account owner receives an email notification that includes the text you enter in

the Comments field.

NOTE: The unlock notification asks the user to login to the account that same day. If the
user does not login before the end of the day, the account is locked again.
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User Reports

AMM includes the following reports capabilities:

All Users Report — Information on all user accounts in your organization.

Inactive Users Report — Lists user accounts that have been locked due to inactivity
(note: for internal users only)

Deactivated Users Report — Lists user accounts that have been deactivated by an
administrator. Note: For internal users only.

Role Description Report — Lists all roles, role descriptions, and associated privileges
for any business area. Note: for internal users only.

To open the reporting functions, click the AMM User Reports tab.

The All Users Report screen opens. There are two versions of this screen, as shown below.
The version you see depends on the organization you belong to.

TIP: To select multiple organizations, roles, or business areas, hold the <Ctrl> key as you
click.

All Users Report Screen for External Users

Manage Accounts  Maintain Profiles | AMM User Reports.
Al Users Report
_ All Users Report @

Inactive Users Report * Required information

Deactivated Users Report @ Search Criteria
User Type

Commens ~
* Organization(s)
Roles &
Account Creation Start Date Account Creation End Date
=} ADD. 2

Figure 21: All Users Report Screen for External Users

Use this screen to run an All Users Report on external users. The All Users Report button
is selected by default. Follow the steps below to launch the report.
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All Uzers Report |

1. Select "Commons" in the User Type field and set the search criteria in the other
fields as follows:

2. Organization — This field displays your organization name. Service Desk agents,
to select an organization, begin typing its name or ID number in this field. The live
search function displays organization names as you type. When the one you want
appears, scroll down and click to select it.

NOTE: This field is mandatory.

=» Organization{s)

[umversiiy of califo| x I

Touro University of California - (10002757) ~
University of California at Davis - (577503)

University of California Berkeley - (577502)
University of California Berkeley - (1092501)
University of California Berkeley - (1092530)

University of California Davis - (1092504)

Figure 22: Organization field, external

3. Roles — Leave this field blank to report all user roles. To limit the report to one or
more user roles, click this field to open the drop-down menu or begin typing the
name of a role. The live search function displays roles as you type. When the one
you want appears, scroll down and click to select it, as shown below.

Roles €&

a

AD - Administrative Official

ASET - Pl Assistant
BO - Business Official
FCOI - External FCOl Officer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

Figure 23: Roles drop-down menu
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4. Account Creation Start Date/End Date — Leave these fields blank to report all
time periods. To limit the report to a certain time period, enter a start date, end
date, or start and end dates. Enter dates in MM/DD/YYYY format or click the cal-
endar icon to select them from the calendar.

5. When you finish entering search criteria, click Search to run the report. See Report.

Output below.

Figure 24: All Users Report Screen for Internal Users
Figure 25: All Users Report button
Figure 26: Organization field, internal
Figure 27: Business Area field
Figure 28: Roles field

Figure 29: Inactive Users Report button

Role Description Report

Figure 30: Role Description Report button

Report Output

All Users Report Output

Click the All Users report button and enter search criteria as described above to run the
report. When you click the Search button for the All Users report, the report output dis-

plays.
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Wanage Arcounls  Wamlan Frofies | AMS User Repors

EEEEE . . ceoono

nacive Lisers Repor * Required intormaton

Dot Users Repon @ Search

Search Results
Smowing 1 - 10 of total 5,395
...... =
- wom - [l 2
[{ EpoitoBas [ EwporttoPOF
User IO ANas User D Hamy
T m
mums  paen et
RTORET o T
saue. RauE hare
--------- e e e
...... armzr verseh lnsm
ALIGHT e, 08
DR [
s BRI e, Drawde

Figure 31: All Users Report output
Figure 32: All Users Report output for internal users
Figure 33: Inactive Users Report output

Figure 34: Deactivated Users Report output

Role Description Report Output

Figure 35: Role Description Report output

Navigating the Report Output

These tips for browsing, filtering and exporting the report output apply to all report

types.

The report output displays include several control options:.

Search Results
Areowing 1 - 10 of total 5938

Filtwr; —_

B EwpordioEme | B Expod o POF

UserID = Alas UseriD = Hame = ;:::""'C"H“‘" = ;::llﬂs"' = Roles & Affllatons -
Figure 36: Report output controls
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 To filter the report, type some text in the Filter field, such as a name. Only rows that con-
tain the filter term will be displayed, and all instances of the filter text will be highlighted
in yellow:

Filter: train

Account Creation Last Login

Date “*  Date ¥ Roles & Affiliations

2011-07-20 TRAINEE - University of California
2013-05-02 TRAINEE - University of California
2014-08-02 2015-06-30 TRAIMEE - University of California

Figure 37: Filter results

» To adjust the number of records displayed, select a number in the Show per page drop-
down menu.

» To navigate the report pages, click a Page Number or use the left and right arrow but-
tons.

» To re-sort the report columns in ascending or descending order, click the up/down
arrows in the column headers.

» To export the report output as an Excel spreadsheet or PDF, click the appropriate Export
button:

[ Exportto Excel Export to PDF

Figure 38: Export button

» Export to Excel — When you click this button, an open-or-save dialog opens.

o Click Open to open the report data in Excel. A new Excel window opens Go to it and click
the Enable Editing button in the yellow bar at the top of the worksheet, then work with
the spreadsheet as usual.

Do you want to open or save AMS Reports - Deactivated Users.xlsx (598 KE) from apps.test.era.nih.gov? Open Save v Cancel

User Reports 43 August 4, 2023



Account Management Module (AMM) User Guide for State Department Users

Figure 39: Open-or-save dialog

» Export to PDF — Click this button to save the report as a PDF file. A save dialog opens.
Choose a location and save the file.
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